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ZERO TRUST READINESS
ASSESSMENT

A STRATEGIC APPROACH TO OPERATIONALIZE ZERO TRUST

If you're ready to adopt Zero Trust but have more questions than answers,
the ON2IT Zero Trust Readiness Assessment was designed for you.

We'll help you understand the core tenets and benefits

of Zero Trust, define your Zero Trust strategy, assess L e T
your current position and build the right Zero Trust : = B
roadmap for your unique environment.

THIS IS YOUR ZERO TRUST JOURNEY

If you are just starting or if your organization has already
embarked on the Zero Trust journey, our assessment gives you
unparalleled insight in your progress and the next steps to a
more mature Zero Trust practice by using our unique Zero Trust
Readiness methodology.

Through intensive workshops and discussions with key
management representatives and benchmarking your current
and desired Zero Trust maturity levels in strategy, management
and operations, you will have an objective and well-documented
reference document and roadmap to map your progress in
preventing cybercrime more effectively.

The Zero Trust strategic approach will raise your security
posture, lower risks and impact and help you in getting a higher

ROI for your cybersecurity spending. This assessment will help WHAT IS ZERO TRUST?
you in speeding up the implementation of your Zero Trust ) o
strategy. Zero Trust is a strategic initiative that prevents successful
data breaches by eliminating the need for digital trust in your
organization. Rooted in the principle of ‘never trust, always verify’,
CURRENT OBJECTIVE Zero Trust is designed as a strategy that resonates with the
MATURITY MATURITY highest levels of any organization yet is tactically deployed using

TOPIC LEVEL GAP LEVEL off-the-shelf technology. Zero Trust strategy is decoupled from
technology. While technologies improve and change over time, the

Business Risks 1.5 4.0 strategy remains the same.

Architecture 0.5 B15 Zero Trust is the only cybersecurity strategy that prevents
successful breaches. Embracing Zero Trust protects your critical
assets and ensures you reduce the impact on any attacked area.

DAAS 1.0 35

Governance
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ASS ESS M ENT OVERVI EW The ON2IT Zero Trust Assessment starts with an assessment

questionnaire, followed by an (online) workshop. During this
workshop, maturity scores and averages will be calculated using the
ON2IT questionnaires at the management level.

STEPL R STER 2 The results of the workshop will be summarized by ON2IT in an
ASSESSMENT SCOPE advisory document, containing the gap analysis and the long- and
short-term improvement recommendations to implement the Zero
Trust model.
|
STEP 3 STEP 4

REALIZATION [ REPORT Segment the network ﬂ

Orchestrate and automate @
The ON2IT Zero Trust Readiness Assessment performs a

guided assessment based on the three organizational levels Operational reporting ﬂ

of strategic, managerial and operations. The assessment

determines the objective for all relevant topics that are
required for the successful execution of a Zero trust strategy
and rates if the business is ready for the required process,
governance or services. Based on the results, organizations

can assess their gaps and develop an implementation and BENEFITS OF THE ZERO TRUST
mprovement plan READINESS ASSESSMENT

—) Insight into your digital security within six days;

—) Strategic advisory report in PDF including: gap-maturity
diagram on Strategic, Managerial and Operational levels
that will help guide future improvements;

AUXO- —)  Five protect surfaces defined and visible in the AUXO

latform;
THE ZERO TRUST AS A S SI"A_R" h -
SERV'CE PLATFORM Clarity as to how your organization can effectively

implement and maintain your security policy with Zero
Trust;
The Readiness Assessment is part of the
—) Short- and long-term improvement advice for

ON2IT AUXO™ platform. The progress implementing Zero Trust;
monitor on this platform reports the >
progress of the implementation during

the change as well as during the run

phases. It also enables informed decisions

about required actions, budgets, and

resource allocations.

Zero Trust roadmap customized for your organization.
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FOR MORE INFORMATIO ABOUT
ON2IT'S ZERO TRUST READINESS:

Hogeweg 35, 5301 LJ Zaltbommel, The Netherlands T——
Email: sales@on?2it.net / Phone: (+31) 088-2266200
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