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ZERO TRUST READINESS
ASSESSMENT

A STRATEGIC APPROACH TO OPERATIONALIZE ZERO TRUST

If you're ready to adopt Zero Trust but have more questions than answers, the
ON2IT Zero Trust Readiness Assessment was designed for you.

We'll help you understand the core tenets and benefits
of Zero Trust, define your Zero Trust strategy, assess
your current position and build the right Zero Trust
roadmap for your unique environment.

WHAT IS ZERO TRUST?

Zero Trust is a strategic initiative that prevents successful
data breaches by eliminating the need for digital trust in
your organization. Rooted in the principle of ‘never trust,
always verify’, Zero Trust is designed as a strategy that
resonates with the highest levels of any organization yet is
tactically deployed using off-the-shelf technology. Zero Trust
strategy is decoupled from technology. While technologies
improve and change over time, the strategy remains the
same.

Zero Trust is the only cybersecurity strategy that prevents

successful breaches. Embracing Zero Trust protects your The ON2IT Zero Trust Readiness Assessment performs a

critical assets and ensures you reduce the impact on any guided assessment based on the three organizational levels

attacked area. of strategic, management and operations. The assessment
determines the objective for all relevant topics that are required

THE FIVE STEPS TO IMPLEMENTING for the successful execution of a Zero trust strategy and rates if

ZERO TRUST the business is ready for the required process, governance or

services. Based on the results, organizations can assess their

John Kindervag and ON2IT have refined the five-step model gaps and develop an implementation and improvement plan.

for Zero Trust maturity:

1. Define the protect surface The ON2IT Zero Trust Assessment starts with an assessment
questionnaire, followed by an (online) workshop. During this
2. Map the transaction flows workshop, maturity scores and averages will be calculated

using the ON2IT questionnaires at the management level (semi
technical). These will then be entered into the Zero Trust tool.
The results of the workshop will be summarized by ON2IT in an
advisory document, containing the gap analysis and the long-
5. Monitor and maintain the network and short-term improvement recommendations to implement
the Zero Trust model. All results can also be accessed via the
management report and will be available in the ON2IT portal.

3. Build a Zero Trust architecture

4. Create a Zero Trust policy
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What do we offer you?

ON2IT provides insight into the status of your current

environment: processes (risk process, IT processes) and AS S E S S M E N T OVE RVI EW
structures (determined roles - CISO, architect - reports). Then we

look at the technical measures you need in place to utilize Zero

Trust. We investigate whether you're ready for Zero Trust on STEP 1

three separate levels, and indicate the gaps between the current ASSESSMENT

and desired security levels. We also work with you to identify five
potential critical protect surfaces within your organization. \l/

Using this information, we establish the measures needed STEP 4 STEP 3
for each protect surface, based on the risk profile. With the REALIZATION REPORT
accompanying roadmap, we provide quick insight into the

actions and measures that will be most effective short term.

Target Audience

The Zero Trust Readiness Assessment has been developed for

organizations wanting to understand how they can successfully

deploy Zero Trust to strengthen their security posture and

get more value from their IT security operation, and for BENEFITS OF THE ZERO TRUST READINESS
organizations who are already working through their Zero Trust ASSESSMENT

strategy and who need to know where they stand and the right

resources required to be successful.
—) Insight into your digital security within six days;

—) Strategic advisory report in PDF including: gap-
maturity diagram on Strategic, Managerial and
Operational level that will help guide future

improvements;
AUXO: —) Five protect surfaces defined and visible in the
THE ZERO TRUST AS A AI@sOARplaterm
S ERVI c E PLATFO RM —) Clarity as how your organization can effectively
implement and maintain your security policy with
Zero Trust;
The Readiness Assessment is part of the —) Short- and long-term improvement advice to
ON2IT AUXO™ platform. The progress implement Zero Trust;
monitor on this platform rePOFtS the —) Zero Trust roadmap customized for your
progress of the implementation during organization.

the change as well as during the run
phases. It also enables informed decisions
about required actions, budgets, and
resource allocations.
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MORE INFORMATION ABOUT OUR READINESS

ASSESSMENT? CALL (214) 206-8446 w

7300 Lone Star Drive / Suite C200 Plano, TX 75024
E-mail: sales@on2it.net / Phone: (214) 206-8446
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